C beroam

Unl[led Threat Management

NG Series NGFW Appliances : 500iNG-XE T50iNG-XB 1000iNG-XR

1500ING-KP, 2500iNG-XP

[~ VPN

Stateful Inspection Firewall

- Layer 8 (User - ldentity) Firewall

- Multiple Security Zones

- Access Control Criteria {ACC) : User-ldentity, Source and
Destination Zone, MAC and IP address, Serice

- Security policies - IPS, Web Filtering, Application Filtering, Anti-
wirus, Anti-spam and Bandwidth Management

- Application (Layer 7) Contrel and Visibility

- Access Scheduling

- Policy based Source and Destination NAT

- H.323, SIP NAT Traversal

- 802.1q VLAN Support

- DoS and DOOS attack prevention

- MAC and IP-MAC filtering and Spoof prevention

Application Filtering
- Inbuilt Application Category Datahbasa
- 2,0004 Applications Supported
- Schedule-based access control
- Block
- Prowgy and Tunnel
- File Transfler
- Social Networking
- Streaming Media
- Layer 7 {Applications) & Layer 8 (User - Identity) Visibility
- Securing SCADA Melwoarks
- SCADAACS Signature-based Filtering for Protocols
Modbus, DNP3, IEC, Bacnet, Omron FINS, Secure DNP3,
Langtalk
- Control various Commands and Functions

Intrusion Prevention System (IPS)

- Signatures: Default {4500+ ), Custom

- IPS Policies: Multiple, Custom

- User-hased policy creation

- Automatic real-time updates from CRProtect networks

- Protacol Ancmaly Detection

- DDoS attack prevention

- SCADA-aware IPS with pre-defined category for ICS and SCADA
aignatures

User ldentity-based and Group-based Controls
- Access time reslriclion

- Time and Data Quota restrction, P2P and IM Controls

- Sehedule-based Commilled and Burslable Bandwidth

Administration and System Management
- Web-based configuration wizard

- Role-hased Access control

- Firrmweare Upgrades via Web U

- Web 2.0 compliant Ul HTTPS)

- Ul Coler Styler

- Command line interface (Senal, 55H, Telnet)

- SNMP (vl v2,43)

- Multi-lingual support: English, Chinesa, Hindi, French, Japanese
- Cyberoam Central Console {Oplional)

- NTF Support

User Authentication

- Internal database

- Active Directory Integration

- Automatic Windows Single Sign On

- External LDAP/RADIUS database Integration

- Thin Client support - Microsoft Windows Senver 2003 Terminal
Senvices and Cilrix Xenfpp

- RSA SecurlD support

- Exlernal Authentication - Users and Administralors

- UseryMAC Binding

- Mulliple Authentication servers

J Future-ready
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Logging and Monitoring Web Application Firewall
- Graphical real-time and histarcal Monitoring - Positive Protection model
- Email notification of reports, viruses and attacks - Unigue "Intuitive Website Flow Detector” technology
- Syslog support - Protection against SQL Injections, Cross-site Scripting (X55),
- Log Viewer - IPS, Web filter, WAR, Anti-Vinus, Anti-Spam, Session Hijacking, URL Tampering, Cookie Poisoning eto.
Authentication, System and Admin Events - Support for HTTP ©.9/1.0/1.1
- Back-end servers supported: 5 to 200 seners
On-Appliance Cyberoam - iView Reporting .""-""\t T,
- Integrated Web-based Reporting tool - / Gateway Anti-Virus & Anti-Spyware
Cyberoarm-iview : - Virus, Warm, Trojan Detection and Removal
- 1,200+ drilldown reports - Spywara, Malware, Phishing pratection
- 45+ Compliance reports - Automatic wrus signature database update
- Historical and Real-time reports - Scans HTTR HTTRS, FTRE SMTE POR3, IMAR IM, VPN Tunnels
- Multiple Dashboards - Custormize indradual user scanning
- Usemame, Host, Email ID specific Monitoring Dashboard - Self Service Quarantine area
- Reports - Security, Spam, Virus, Traffic, VPN, Search Engine - Soan and deliver by file size
kenwiordls - Block by file types
- Multi-format reports - tabular, graphical - Add disclaimersignature
- Exportable formats - PDF, Excel
- Autornated Report Scheduling Gateway Anti-Spam
2 3 - Inbound Scanning
Virtual Private Network - Qulbound Scanning
- IPSec, LITR PPTP - Real-time Blacklist (RBL), MIME header check
- Encryption - 3DES, DES, AES, Twofish, Blowfish, Serpent - Filler based on message header, size, sender, recipient
Hash Algorithms - MDS, SHA-1 - Subject line tagging
- Authentication: Preshared key, Digital certificales - Redirecl spam mails Lo dedicaled email address
- IPSec NAT Traversal - Image-spam filtering using RPD Technology
- Dead peer detection and PFS support - Zero hour Virus Outbreak Prolection
- Diffie Hellman Groups - 1,.2.5,14,15,16 - Belf Service Quarantine arca
- External Certificate Authorty support - IP address Black lislWhile list
- Export Road Warior connection configuration - Spam Maotification through Digest
- Domain name support for tunnel end points - IP Reputation-based Spam fillering
- ¥PM connection redundancy
- Overapping Metwork suppart Wireless WAN

- Hub & Spoke VPN support - USE porl 3G/4G and WilMax Support

- Primany WARN fink

S5S5L VPN s A

- TCP & UDP Tunneling chup link

- Authentication - Active Directory, LDAR RADIUS, Cyberoam (Local) 5
Multi-layered Client Authentication - Certificate, Networking

- Automated FailloverFailback, Mullb-WAan
2 5 - WRR based Load halancing
i EZ?{\;;E;%%ES?II%pﬁtngjr:Eequannelin ” - Policy routing based an Application and User
: - IP Address Assignment - Static, PPPoE, L2ZTR PPTP & DDNS
% Bibwser: hased (Poftall. Aagess ~ Clicniless, access Client, Proxy ARP DHCP server, DHCP relay
- Lightweight SSL VPN Tunneling Client - Supports HTTP Proxy, Parent Praoxy with FQDN

- Granular access control to all the enterprise network resources i i : e Jard
- Administrative controls - Session timeout, Dead Peer Detection, Dynaric Reuting, RIbvAL7, 8RR BEE Multicast Fanwarding

Portal customization

Username/Password

- TCP-based Applicalion Access - HTTR HTTPS, RDR TELNET, SSH High Availability
- Active-Active
Web Filtering - Active-Passive with state synchronization
- Inbuilt Web Category Database - Stateful Failover )
- URL, keyword, File type biock - Alerts on Appliance Status change
- Web Categories: DefaultiZ24), Custom . 5
- Protocols supported: HTTR HTTPS IPSec VPN Client’
- Block Malware, Phishing, Pharming URLs - Inter-operability with major IPSec VPN Gatewsays
- Category-based Bandwidth allocation and priontization - Supported platforms: Windows 2000, WinsP 232/64-bit, Windows
- Block Java Applets, Cookies, Active X 2003 32-pit, Windows 2008 32/64-bit, Windows Vista 32/64-
- CIPA Compliant bit, Windows 7 RC1 32/64-bit, Windows & RC1 32/64-bit
- Data leakage control via HTTR HTTPS upload - Import Connection configuration
- Schedule-based access control
- Custom block messages per calegory Certification
- Common Criteria - EALS 1
Bandwidth Management - IGSA Firewall - Corporate
- Application and User dentity based Bandwidth Management - Checkmark Certification
- Categony-based Bandwidth restriction - WPNC - Basic and AES intercperability
- Guaranteed & Burstable bandwidth policy - IPv& Ready Gold Logo

- Application & User ldentity based Traffic Discovery
- Multi WAN bandwidth reporting

“Additional Purchase Reguired



' NGFW Techsheet

NG Future-ready

Specifications 500iNG-XP 750iNG-XP 1000iNG-XP  1500iNG-XP  2500iNG-XP
Interfaces

Coppar GhE Ports (Fixad) 8 8 10 10 10

FlaXi Ports Module ifor XP Appliancas)

{1 GhE Copper ¢ 1 GLE SFF / 10} GhE SFF) 8/8/4 8/8/74 8/8/4 8/8/4 B/8/4
Console Ports (RJ45) 1 1 1 | 1

USE Forls 2 2 o 2 2
Hardware Bypass Scgments 2 2

Configurable Internal/DMZANAN Parts Yas Yes ‘Yas Yes Yes
System Performance

Firewall Throughpul (UBP) {Miops) 18,000 22,000 27,500 32,000 60,000
Firewal Throughpul (TCP) (Mbps) 16,000 18,000 22,500 26,000 36,000
New sossions/second 100,000 140,000 240,000 265,000 300,000
Concurrent sessions 2,500,000 3,000,000 5,500,000 7.500,000 10,000,000
IPSec VPN Throughput (Mbps) 1,500 2,250 3,000 4.500 9,000
Mo, of IPSec Tunnels 1.000 1,500 3,000 4,000 5,000
S5L VPN Throughput (Mbps) 660 750 8350 1,050 1,450
WAF Protected Throughput (Mbps) 1.500 1,750 2,000 2,300 2600
Anti-Virus Throughput (Mbps) 3.500 4,000 4,500 5,000 6,500

IPS Throughput (Mbps) 4500 6,500 10,500 12,500 16.000
MGFW Throughput (Mbps)™ 3,250 3.600 5,000 6.000 8,000
Fully Protected Throughput™ ™ 1,650 1,800 3,000 3.600 5,500
Authenticated Users/Noces Unlimited Unlimited Unlimited Unlirmited Unlirnited

Dimensions
Hs W [ (incheas)
H s W [ (ems)

1.7 % 17.44 X 18.75
4.4 % 443 X 47.62

1.7 x17.44 x 18.75
44X 443X 4762

3.54 % 17.52 x 23.23
9% 44.5x 59

3.54 x 17.52x23.28
I x44.5x% 59

3.54 % 17.52 x 23.23
Bx44.5x58

Appliance Weighl 51 kg, 11.24 Ibs 5.1 kg. 11.24 |bs 19 g, 41.8 Ibs 19 kg, 41.8 |bs 19 kg. 41.8 los
Power

Input Voltage 100-240 VAC 100-240 VAC A0-260 VAC 90-260 VAL 90-260 VAC
Consumption 208'W 208 W 258 W 268 W 258 W

Tolal Heal Dissipation (BTU) 345 345 881 881 881
Redundant Power Supply = Yag Yasg Yes Yes
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